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Complexity of Securing the Aviation Ecosystem 



Evolution … 
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… But still mix new with legacy  

The	illusion	of	
protection	
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Geo-political 
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Cyber-crime e.g. ransomware 
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Hacktivism … more and more 
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Via technical means 
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Challenges 
Change of  

culture/ 
mindset 

New 
regulatory 
framework 

GDPR		
NIS	Directive	
EC373/2017	
	
Need	for:	
AMC	
Guidance	
Standards	
Training	
	
	

Safety 
Security 

National 
approach 

Not “if” 
But “when” 

Procedure Equipment 

People 

Safety:	
-	Never	change		
a	running	system	
-	Open	access	
-	Stop	failure	asap	

Versus		

Security:	
-	Patch	
-	Locked	access	
-	Encryption	
-	Observe	attack	
	

Cyber-attacks		are	
not	National	only	
Aviation		network		
	
Need	for	
coordination:	
Pan-European	
Sectorial	
Civil/MIL	

Risk-based	approach	
Likelihood	subject	to	
external	events	
	
=>	Cyber-resilience	
	

ISMS	
	
	€	
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No State/Stakeholder left behind 

Cybersecurity	services	are	effective		
if	all	stakeholders	adopt	them,	not	only	some.	
	Common	Trust	Framework	with	multiple	levels	

	
We	are	as	strong	as	the	weakest	link	!	

ICAO/INNOVA-ACORNS	
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Principles to get prepared 
•  Collaborate for security: A framework must be in place for system-wide security governance 

addressing policy, regulation and oversight, and the application of appropriate security 
management systems.  

•  Engage personnel and society: The means to develop a security culture must be 
established and implemented across the aviation industry.  

•  Security Intelligence: to provide the information necessary to effectively identify current 
threats and vulnerabilities, and predict and prepare for those emerging in the future.  

•  Operational Security: Capabilities in Incident Management must be developed to deliver the 
means of detecting security incidents in real-time, and responding and recovering rapidly  

•  Design, Manufacture and Certify for Security: to ensure that security is addressed in all 
phases of the life-cycle, including design, manufacture, deployment, operations and 
decommissioning, supported by the provision of appropriate methods, tools, guidance 
material, and standards.  
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Areas for R&D 
•  Developing capabilities in secure information acquisition, storage and dissemination; 
•  Developing system architectures which support the development of secure, resilient 

systems, capable of rapid adaptation to novel attack vectors; 
•  Developing modelling and simulation tools capable of demonstrating the compliance 

of a system with security requirements; 
•  Applying Intelligent Systems to a variety of areas of aviation security. The application 

of AI to user-behaviour analytics, network surveillance, incident forensics, for 
example, could provide a system with the capability to react autonomously to 
breaches, adaptively delaying or neutralising ongoing or developing attacks; 

•  Research into the safety assessment and certification of safety-critical systems which 
comprises technology based on Artificial Intelligence. 

13 





THANK YOU  
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